Department of Transportation (DOT) Information System Responsibilities and Rules of Behavior for Users, Account Administrators, and System Operators 
A. General – Know your rights and responsibilities 
DOT employees, contractors, and guests must be aware that they have no expectation of privacy when using any Government-provided resources, or when accessing the Internet or email networks.  All employees, contractors, and guest communications using Government resources may be subject to monitoring, recording, and periodic audits to ensure that the system is functioning properly, to protect against unauthorized use, and to ensure that policies and regulations are being followed and enforced.  

You are responsible for using Government-owned resources responsibly, in accordance with the requirements of your job, and for protecting these resources against unauthorized or disallowed use. 

1. DOT information systems are intended for official government use only. Limited incidental personal use that complies with the standards of ethical conduct is acceptable. 

2. DOT information systems cannot be used for commercial purposes, for financial gain, or in support of “for profit” non-government activities. 

3. DOT information systems are the property of the Federal Government.  DOT owns the data stored on these systems, including all email messages and information, even those deemed personal. 

4. Sensitive information will not be transmitted at a level higher than what the system is approved for. 

5. Information that was obtained via the DOT systems will not be divulged outside of government channels without the express permission of the data owner. 

6. Any activity that would discredit DOT, including seeking, transmitting, collecting, or storing defamatory, discriminatory, obscene, harassing, or intimidating messages or material is not permitted. 

7. Any activity that violates Federal laws for information protection (e.g., hacking, spamming, etc.) is not permitted. 

8. Virus protection tools must be installed and kept current on any and all machines from which the network is accessed. 

9. Any security problems, password compromises, or anomalies in system performance must be reported immediately to security personnel. 

B. Passwords – Comply with your access privileges. 
Access to applications and resources is granted only to those who have a job-related need.  Depending on your job responsibilities, you may have read-only access to certain reports, you may have the ability to view and update data, or you may be responsible for operating the system.  If your manager or supervisor decides that you require changes to your access privilege, you must follow established procedure for making the change and for coordinating with the appropriate security officer and/or system administrator(s).  

Regardless of the type of access you have, you must never try to access, view, modify, or delete parts of any system that you do not have access to.  If you inadvertently discover that you have access beyond what you are supposed to have, you must notify your supervisor or Information Systems Security Officer (ISSO).   

1. Passwords must be a minimum of eight characters, and be a combination of letters, numbers and special characters (such as *#$%).  Dictionary words must not be used. 

2. Passwords are to be changed at a minimum frequency of every 90 days and must not be repeated.  Compromised passwords are to be changed immediately.  

3. Information technology system accounts are provided solely for the use of the individual for whom they were created. Passwords or any other authentication mechanism must never be shared or stored in printed form any place accessible. If passwords are stored digitally, they must not be stored in a clear-text or human-readable format. 

4. Users who require multiple passwords must not be allowed to use the same password for multiple applications. 

5. Passwords must never be stored in an unsecured location.  Preferably, passwords must be memorized.  If this is not possible, passwords must be kept in an approved storage device, such as a Government Services Administration Security Container.  If they are stored on a computer, this computer must not be connected to a network or the Internet.  The file must be encrypted in transit and at rest.  

C. Encryption 
1. Encrypt all sensitive personally identifiable information (SPII) wherever it may reside. The encryption methodology employed shall satisfy the requirements set forth in the current National Institute of Standards and Technology (NIST) Federal Information Processing Standard (FIPS) 140-2, Security Requirements for Cryptographic Modules, May 2001. 

2. Encrypt all data on mobile devices which carry agency SPII.  

3. All mobile devices that have an inherent encryption capability must have that feature enabled.   

4. All mobile devices that do not have an inherent encryption capability must utilize an approved DOT enterprise encryption product.  

5. Encryption policies apply to all storage media devices, to include CDs, DVDs, disk drives, USB memory drives, SD cards, etc.  

6. All computers which access DOT systems or carry agency Personally Identifiable (PII)/Sensitive Personally Identifiable Information (SPII) must be configured so that data is only stored on external storage media devices using an approved encryption methodology.  

7. All external storage media devices on which agency data are already stored must be encrypted unless granted an exception in writing.  

D. Internet Usage 
1. Utilizing unauthorized peer-to-peer networking or peer-to-peer file sharing is prohibited. 

2. Installing software that has not been authorized by the system administrator is prohibited. 

3. All DOT personnel must adhere to the Use of Government IT Resources for Personal Use Policy. 

E. Email 
1. Except for limited personal use, non-work related email is prohibited.   

F. Working from Home/Remote Secure Remote Access (SRA) 
1.  Secure Remote Access provides:  

a) Remote access to a wide variety of DOT resources for properly cleared users from any desktop or laptop personal computer with a web browser that supports 128 bit encryption (e.g., Microsoft Internet Explorer). 

b) The ability to telework and work remotely in emergency, contingency or COOP situations. 

c) A scan of the user’s computer security profile prior to allowing access of any kind to ensure at least the bare essential security components and configuration is in place.  

2.  SRA Security Profile Rules: In order to ensure that SRA provides access in a secure manner, all computers must have current Operating System (OS) service packs and updates, current antivirus (AV) software, and for non-DOT assets, a hardware or software firewall.  This is in keeping with Departmental remote access and pending antivirus policies. 

3.  SRA users agree to protect the privacy and security of all DOT data and equipment in the same manner as required when working at the office. 

4.  SRA users must have an approved Telework Agreement in place before attempting to connect to a DOT information system.  

G.  Additional Rules of Behavior for Users 
1. Using system resources to copy, distribute, utilize, or install unauthorized copyrighted material is prohibited. 

2. Users who no longer require IT system access (as a result of job change, job transfer, or reassignment of job responsibilities) must notify the system administrator. 

3. When not in use, workstations must be secured.  Users must also log-off. 

4. Attaching devices (e.g., laptops, printers, etc.) that have not been authorized by the system administrator is prohibited. 

5. Movable media (such as diskettes, CD-ROMs, flash drives, and Zip disks) that contain sensitive and/or official information must be secured when not in use. 

6. Altering code, introducing malicious content, denying service, port mapping, engaging a network sniffer, or tampering with another person’s account is prohibited. 

7. If a user is locked out of the system, the user should not attempt to log-on as someone else.  Rather, the user should contact the system administrator. 

H. Security and Privacy Education, Training and Awareness 
1. Understand and comply with OMB-130 annual training and education requirements. 

2. Understand and comply with Privacy Act of 1974 training and awareness requirements. 

3. Attend an Information Assurance and Privacy awareness and education activity at least once a year (e.g. Annual Security Week).  

4. Every DOT employee and contractor is required under Public Law 100-235 to have annual security awareness training.  There may be additional security training that is mandated or recommended, and which may be specific to DOT information resources or to the environment in which they operate.  Attend all mandated training, because failure to do so may result in losing access to resources you need.  Reading and signing this document is considered part of security awareness training. 

FRA IT User Access Authorization Form 
Acknowledgment 
By signing below, you certify that you have read this document and that you agree to comply with the Rules of Behavior for Users of DOT Information Resources. 

After you sign the document below, please return the signed page to your manager or supervisor, who will also sign to acknowledge that he or she has received your signature.  Once both signatures are in place, you may retain a copy of this page for your records, and may keep the rest of the document as a reference. 

My signature below indicates that I have read, understood, and will comply with these requirements.  I also understand that failure to comply with the requirements may result in loss of account privileges and/or disciplinary action. 

Scope of Authorization 

Subject to the limitations detailed in this brief (and all applicable regulations), the user is authorized access to Government computer systems as required.  This authorization contains no implied authorization to access any other computer system of the United States Government not specifically identified herein.  This authorization shall be revoked upon separation, retirement, reassignment of duties, change of organization or when determined by the designated Government Security Representative to be in the best interest of the Government. 

WARNING:  Only Authorized Users May Access Government Systems.  Individuals using Government information and computer resources without authority, or in excess of their authority, are subject to having all of their activities monitored and recorded by system administration personnel.  In the course of monitoring individuals improperly using these systems, or in the course of system maintenance, the activities of authorized users may also be monitored.  Anyone using these systems expressly consents to such monitoring and is advised that if such monitoring reveals possible evidence of misuse or criminal activity, management may authorize system administration personnel to provide the evidence of such monitoring to law enforcement officials. 

Access for purposes beyond the Scope of Authorization is a violation of Federal law (18 U.S.C. 1030 et al.).  I understand the AIS briefing along with my responsibilities to properly use and safeguard all Government and other Government information and computing resources.  I further understand that THERE IS NO EXPECTATION OF PRIVACY WHILE USING GOVERNMENT E-MAIL AND INTERNET ACCESS AND THAT THESE SYSTEMS ARE SUBJECT TO MONITORING BY AUTHORIZED PERSONNEL. 

Signed:  ____________________________________________  Date:      
Printed Name:                                                                            Office Code:      
Supervisor Signature: _________________________________   Date:       
FRA ISSO Signature:  _________________________________  Date:      
     Scott A. Bernard, FRA ISSO 
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